
  
 

 

   
 

 

 

ManageGrid System Admin 
Product Guide 

 

Vantageo ManageGRID: Streamlined, agent-free suite for datacenter hardware mastery. Harness 
automated discovery, precise inventory, live health monitoring, firmware orchestration, config 
compliance, intuitive dashboards, OS deployment, vuln reporting, secure comms, audit logs, user 
management, REST/Python automation, and repo maintenance—powered by flexible licensing. 

 

 

 

 



  
 

 

   
 

Vantageo Remote System Management Overview  

Vantageo ManageGrid System Admin is a centralized resource management platform designed to 
simplify infrastructure operations, accelerate response times, and improve the availability of Vantageo 
server systems.  

The Remote System Management Suite runs as a virtual appliance and delivers agent-free device 
management, automating key tasks such as discovery, inventory, tracking, updates, and device 
monitoring.  

A single instance of Vantageo ManageGrid System Admin can manage multiple devices, providing a 
scalable and efficient solution for modern data centers. 

 

 Vantageo ManageGrid System Admin Dashboard 

 



  
 

 

   
 

Features 

The ManageGrid System Admin is an HTML5-based web interface designed for quick resource 
location, enabling tasks to be executed efficiently. Since System Management application does not 
rely on agent software installed on managed endpoints, application communicates and manages 
devices via out-of-band management path over Redfish compliant APIs. 

Vantageo ManageGrid System Admin accelerates the delivery of resources through a streamlined 
administration dashboard, making the following functions simple and accessible: 

• Discovery of hardware resources 
• Inventory management and device grouping 
• System health monitoring 
• Device Vulnerability Reporting 
• Firmware compliance and updates 
• Configuration management and compliance 
• Deployment of operating systems to bare-metal servers 
• Warranty status tracking 
• Automated Device Service & Support capabilities. 

Fast time-to-value is achieved through automatic discovery of existing or new Vantageo servers. 
Once discovered, inventory details are collected, allowing datacenter admin to view hardware status 
immediately. 

A centralized dashboard provides visibility into events and alerts generated by managed endpoints. 
When an issue occurs, the managed endpoint sends an event to a management application, which 
displays alerts and events through the dashboard, status bar, and detailed system views. 

Supported Endpoints 

Vantageo ManageGrid System Admin supports a wide range of Vantageo devices, including Intel and 
AMD based Rack Servers, a range of AI acceleration and GPU platforms. 

Firmware Management 

Vantageo ManageGrid System Admin simplifies firmware management through the use of firmware 
compliance policies. These policies can be assigned to support managed endpoints to ensure that all 
firmware remains compliant with defined standards. If the applied firmware levels do not match the 
recommended predefined policies, administrators can create or modify compliance policies to align 
with organizational requirements.  

Additionally, Vantageo ManageGrid System Admin provides the flexibility to apply and activate 
newer firmware versions on individual endpoints or groups of endpoints without using compliance 



  
 

 

   
 

policies. This allows administrators to update firmware efficiently while maintaining control over the 
process. 

Configuration Management and Compliance 

Vantageo ManageGrid System Admin simplifies configuration management through pattern-based 
configurations, enabling quick provisioning and re-provisioning of one or multiple servers using a 
single set of configuration settings. These settings include: 

• Local storage 
• I/O adapters 
• Boot order 
• Baseboard Management Controller (BMC) settings 
• BIOS settings 

If configuration settings on a server change, you can easily check the compliance status of each server 
from the UI. 

OS Provisioning 

Vantageo ManageGrid System Admin enables bare-metal deployment by allowing you to import 
and store operating system and hypervisor images in a centralized repository.  

Vantageo ManageGrid System Admin also supports concurrent deployment of operating system 
images to up to 10 bare-metal servers, ensuring fast and efficient provisioning across your 
infrastructure. 

Security 

Vantageo ManageGrid System Admin provides multiple features to help secure your IT environment: 

• Device Vulnerability Reporting: When Vantageo servers are managed into ManageGrid System 
Admin suite, you can analyze and detect vulnerabilities so that the system can be kept up-to-
date and secure. 

• Compliance Support: If your organization requires compliance with Security Standards, 
Vantageo ManageGrid System Admin can assist in meeting these standards. It supports both 
self-signed SSL certificates (issued by an internal certificate authority) and external SSL 
certificates (from private or commercial CAs). 

• Audit Logging: The system includes a comprehensive audit log that records user actions such 
as logins, user creation, and password changes, providing a historical record for security and 
compliance audits. 



  
 

 

   
 

• Multi Factor Authentication: Upon admin dashboard login, administrators can activate Multi-
Factor Authentication (MFA), enforcing an additional verification layer (e.g. push notifications) 
to mitigate unauthorized access risks and bolster overall environment security. 

Management Tasks 

With Vantageo ManageGrid System Admin, users can efficiently perform a wide range of 
management operations, including: 

• User Management  
• Hardware Monitoring 
• Hardware Management  
• Configuration Management  
• Operating System Deployment  
• Firmware Updates  
• Task Automation Using Scripts over REST APIs 

User Management 

Vantageo ManageGrid System Admin provides a centralized authentication system for creating and 
managing user accounts, as well as authenticating user credentials. This authentication service is 
automatically initialized when the management server starts. 

User accounts created within Vantageo ManageGrid System Admin can be used to log in and manage 
the suite itself, as well as all associated servers. When creating a user account, administrators can 
define access levels by assigning role groups, such as read/write or read-only permissions. 

 
 

 

 



  
 

 

   
 

Hardware Monitoring 

Vantageo ManageGrid System Admin provides a centralized dashboard for monitoring events and 
alerts generated by managed endpoints, including chassis components, servers, storage devices, and 
network switches. 

The tool supports historical views of device health and metrics data for reporting.  

When an issue occurs, the affected device sends an event to the management suite, which then 
displays it in the alerts list within the user interface. A status bar on the main dashboard gives an at-
a-glance view of overall system health. 

The alert view can be filtered by severity, date range, alert source, or refined using the search filter, 
making it easy to focus on critical issues and troubleshoot efficiently. 

 



  
 

 

   
 

 

 



  
 

 

   
 

 

 

 

 

 

 

 

 

 



  
 

 

   
 

Hardware Management 

Vantageo ManageGrid System Admin offers a range of management capabilities for supported 
endpoints. These include: 

• Viewing system status and hardware properties 
• Configuring system information and network settings 
• Launching web interfaces for CMM, BMC, IMM, or XCC 
• Performing remote control operations for servers and Flex nodes 

Additionally, the suite provides options for Power Actions on selected servers, allowing administrators 
to manage power states efficiently. 

Discovering and onboarding new device 

 

 



  
 

 

   
 

 

 



  
 

 

   
 

 

Analyzing Server Details 

 

 

 

 

 

 

 

 



  
 

 

   
 

 

 

 

 



  
 

 

   
 

Configuration Management 

Server Configuration profiles ensure consistent settings across all managed servers. These profiles 
allow you to provision or pre-provision servers by applying configurations such as: 

• Local storage 
• I/O adapters 
• Boot settings 
• Firmware levels 
• Network ports 
• BMC and BIOS settings 

Server profiles also support I/O address virtualization, enabling you to virtualize fabric connections 
or repurpose servers without disrupting the network fabric. 

You can verify whether a server configuration complies with its assigned server profile. A server may 
become non-compliant if changes are made outside of the configuration process or if issues occur 
during deployment, such as firmware mismatches or invalid settings. 

 

 



  
 

 

   
 

Operating System Deployment 

Vantageo ManageGrid System Admin allows you to manage the OS image repository and deploy 
operating system images to managed servers. 

To successfully deploy an OS image, at least one network interface (Eth0 or Eth1) must have IP 
connectivity to the server’s network interface used for accessing the host operating system. This 
interface must be configured with an IPv4 address. 

 

 



  
 

 

   
 

Firmware Updates 

With Vantageo ManageGrid System Admin, you can manage the firmware update repository and 
apply or activate firmware updates across managed endpoints. 

To maintain compliance, you can create and enforce firmware compliance policies, which 
automatically flag endpoints that do not meet the defined firmware standards. Refreshing the 
repository and downloading updates requires an active Internet connection. If the suite does not have 
Internet access, you can manually import firmware updates into the repository. 

Vantageo ManageGrid System Admin provides proactive detection of outdated BIOS, and BMC Firmware, 

ensuring infrastructure remains compliant and optimized. It also enables secure, remote updates of system 

software and firmware components, allowing administrators to centrally manage and maintain server health with 

minimal manual intervention. 

The firmware update interface provides an intuitive way to apply and activate updates on selected 
devices or groups of devices, ensuring systems remain secure and up to date. 

 

 



  
 

 

   
 

 

 



  
 

 

   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  
 

 

   
 

Task Automation Using Scripts 

Vantageo ManageGrid System Admin provides multiple options for automating management tasks 
through scripting. It offers: 

• REST APIs 
• Python Client 

These tools allow you to automate provisioning, configuration, and resource management, as well as 
integrate the suite’s capabilities into external applications and orchestration platforms. 

Vantageo ManageGrid System Admin includes a powerful RESTful API tool for large-scale server 

provisioning. It enables automated discovery of hardware resources and seamless OS/image 

deployment across clusters, streamlining operations for admins handling extensive datacenter 

environments. 

REST API 

The suite includes a set of easy-to-use REST APIs, accessible via HTTPS, based on REST architecture. 
These APIs enable external applications to interact with Vantageo ManageGrid System Admin for 
tasks such as: 

• Logging in 
• Managing and unmanaging servers 
• Collecting inventory data 
• Deploying operating system images 
• Applying configuration Profiles 
• Updating firmware 
• Managing user accounts 
• Monitoring events and metrics 

Python Client 

The Python Toolkit integrates with OpenStack environments (such as Ansible or Puppet) and provides 
commands to automate: 

• Login and authentication 
• Endpoint management 
• Inventory viewing 
• OS deployment 
• Configuration pattern application 
• Firmware updates 



  
 

 

   
 

Note: Free downloads of Vantageo ManageGrid System Admin do not include technical support. To 
receive support, you must purchase a Vantageo License for each physically managed device. 

License Entitlements 

Each Vantageo System Management Software License provides the following benefits for a device: 

• Service and support for Vantageo ManageGrid System Admin 
• Access to advanced features:  

o Server configuration using Configuration Patterns 
o Operating system deployment 
o Reporting issues via Call Home  

Licenses must be purchased for each managed device to qualify for service and support. Compliance 
is based on the number of managed devices using advanced features.  

 

 

 

 

 

https://vantageo.com 

For any enquiries, write to us at support@vantageo.com 

Copyright 2026 Vantageo. All rights reserved. Vantageo And the Vantageo Logo are trademarks of Vantageo 

Legal Notice: All logos, images, trademarks, and brand names featured here are the exclusive property of their respective 
owners. They are used solely for illustrative, informational, or reference purposes and do not imply endorsement, 
sponsorship, or affiliation. No rights are claimed or transferred. 
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